Firmware Studio RS485 protocol

 

Overview:

The basic Firmware Studio debugger protocol is very simple: the host PC sends out a command byte (0xC0..0xFF) and waits for a response byte.  This 1:1 correspondence eliminates handshaking and simplifies timing.  Firmware Studio performs these byte-wise transactions in groups.

In this packetized extension of the basic protocol, N bytes are encapsulated in a packet and sent to the target board.  The target board sends back a packet containing an N-byte response.  

The following is a description of what I call BMP, or Brad’s Multidrop Protocol.  For Firmware Factory, BMP uses 8-bit characters for compatibility with Windows serial port drivers.  Debugger commands are 6-bit values, so they are sent out as 7-bit characters 0x40..0x7F.  Responses consist of 8-bit data that must be sent using 7-bit characters.  Seven bytes are sent as a packed MSB byte followed by seven characters.  Bit6 of the MSB byte contains the LSB of the first byte. 

8-bit BMP protocol:

The MSB distinguishes addresses from data:

Data:
0x00..0x7F

Addresses:
0x80..0xFB

Address bytes 0xFC thru 0xFF are reserved for physical layer commands:

0xFC = Put RS485 driver into transmit mode.

0xFD = Put RS485 driver into receive mode.

0xFF = Not used, could be caused by a false start bit.

A 9-bit version would use 0x000..0x0FF as data and 0x100..0x1FB for address. 

MASTER packet types:

POLL
Addr Addr id:0 

RESET
Addr Addr id:1 0 crc crc crc

DEBUG
Addr Addr id:2 length data crc crc crc

DATA
Addr Addr id:3 length data crc crc crc

SLAVE packet types:

NACK
Addr id:6

READY
Addr id:6

EMPTY
Addr id:7

BUSY
Addr id:8

RESPONSE
Addr id:4/5 length data crc crc crc

CRC is 16-bit CCITT.  It includes the address, all bytes up to CRC and the ID bit.  The CRC is represented by three bytes: [6:0] [13:7] [15:14]. 

The slave’s ID value is updated only when an incoming DATA packet is good.  When the slave responds with data of its own, the master will see this ID if the data was received.  The master bumps the ID value with each successful transaction.  This is done to recognize duplicated packets.

Master
Slave










POLL
BUSY if busy, such as the last packet hasn't been processed yet.


EMPTY if ready to receive but nothing to transmit.


READY if ready to receive and there is data to send.

DATA
NACK if bad CRC or other reception error.


RESPONSE after processing data string (only if the packet ID has changed), save new ID.  If no response data is pending, send a RESPONSE to serve as an ACK.

RESET
The slave reboots and comes up with ID=0.  Doesn't send anything back to the master.

RESPONSE looks at the incoming ID to recognize repeated packets.  The master will repeat a packet if communication times out (Windows steals too much time) or if it misses a mangled RESPONSE packet.  A duplicate packet has the same ID, so the data will be discarded.  The slave will just send the same response as last time.  If the ID is different, the slave will save the new ID value, clear the transmit buffer, process the data and send the response.  A repeated packet is identified as type 5 instead of type 4.

If you disrupt communications, the master will keep sending DATA packets until it hears a good RESPONSE packet.  Then, it will bump the packet ID. Timeouts, unknown packets, NACKs and mangled RESPONSEs all have the same effect.

A normal bus transaction looks like this:

zzzAAILDDDDCCCzzzAILDDDDDCCCzzzz

Where z = bus is floating, A=address, I=ID, L=length, D=data, C=CRC.

The first packet is the host, second packet is the target board.  The RTS line of the host PC’s COM port controls the direction of an RS485 converter dongle.  RTS is high while transmitting.  The host will allow the PC’s TX data to be looped back (the host ignores its own packets).

Host setup and hardware connection:

The default baud, port and address is 19200, COM1 and 0.  The multidrop communication mode is selected by the Target Multidrop menu option or by the RS485 command.  

485port
( port# -- )
Sets the desired COM port, usually 1..4.

485addr
( address -- )
Sets the UUT address.  0..123 are usable.

485baud
( baud -- )
Sets the baud rate for multidrop communication.

To connect to a target board whose address is 3 on COM2 at 9600 baud, you can enter the following from the keyboard or file:

2 485port  3 485addr  9600 485baud  commo=multidrop

The RS485 line driver circuit can be built to recognize the T/R commands, so it can operate without the RTS line.  This allows remote operation via modem.

The following words may be used to control a modem with the Hayes command set. 

MODEM

( -- )

Selects modem communication.

BEGIN-COMM
( -- )

Opens the modem COM port.

END-COMM

( -- )

Closes the modem COM port.

MODEM”

( string” -- )
Sends a string to the modem.

MS

( n -- )

Produces a time delay of n milliseconds.

RS485

( -- )

Selects RS485 communication.

>SmartDongle
( f -- )

Enables/disables smart dongle commands.

I haven’t tried running over a modem (as of 8/00), so some of these words aren’t tested.  In theory, you should be able to do it without much trouble and it may require tweaking COMMO.G a little.
MAVR.FF contains source for an interrupt-driven state machine that implements the BMP protocol on an AVR microcontroller.  It pauses for two character lengths before transmitting to allow for automatic T/R switching in the RS485 converter.  A converter with automatic Send Data (SD) control uses a retriggerable one-shot to drive the RS485 bus for at least one character length when a character is transmitted.

B&B Electronics makes several suitable converters.  Visit www.bb-elec.com for application notes about wiring and terminating RS485 multidrop busses.
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